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The Flood Warning Infrastructure Standards Technical Advisory Group (TAG) was established 

to provide specific advice to the Working Group on a national technical standard for flood 

warning infrastructure. The Working Group has overseen development of the Standard, and 

endorsed the scope, direction and style adopted by the TAG. This Consultation Draft Flood 

Warning Infrastructure Standard has been developed over the past two years.  

The Flood Warning Infrastructure Standard forms part of a set of measures intended to 

place flood warning services on a sustainable and robust footing for the long term. The 

Standard presents non-mandatory industry-recommended performance requirements for 

the design, development and monitoring of fit-for-purpose flood warning infrastructure.  

The Standard is available for industry consultation for a period of three months. The draft 

Standard will then be revised to reflect the input of the broader industry. It will then be 

made available for public comment for a period of six weeks, and consideration will be given 

to any issues or requests for changes during this period. Finally, the TAG will recommend the 

Standard to the Working Group for endorsement by the ANZEMC in March 2019. 
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This Consultation Draft Standard has been released for industry review and comment for a 

period of three months. Readers are encouraged to raise any issues, comments, corrections 

or other feedback relating to the Standard content, scope or application.  

Please provide feedback by emailing the Bureau NFWI.standard@bom.gov.au  
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1 Introduction 

Accurate near-real-time data are essential for preparing effective and specific flood forecasts 

and warnings. Australian flood forecasting and warning services rely on over 100 different 

organisations to collect, measure, record, send, receive, store and display rainfall and river 

level data. In many cases the flood warning infrastructure that supports the service has 

evolved and been adapted from other purposes. This has led to a number of issues, including 

lack of interoperability between instruments and data transfer technologies, poor siting and 

inadequate redundancy for critical infrastructure.  

The Flood Warning Infrastructure Standard will improve data accuracy, interoperability, 

resilience and latency, and reduce life cycle costs. Fundamentally, the Standard will provide 

guidance on fit-for-purpose flood warning infrastructure based on non-mandatory industry-

recommended performance requirements for design, development, monitoring and review. 

Standards may be either prescriptive or based on performance. 

Standards Australia (2016) provides the following example of a requirement for a 

hypothetical wall plug suitable for hanging a mirror. 

• A prescriptive standard would state that the 40 kg wall fixing shall consist of a 2 cm 

expansion case in accordance with Figure x, together with a ¼ in. Whitworth mild steel 

zinc-plated nut and matching 3 cm threaded hook in accordance with Figure y. 

• A performance standard would state that the wall fixing shall support a weight of 40 kg 

when tested in accordance with the approved test method. 

Most water monitoring standards applied across Australia are prescriptive. Those standards 

express requirements in precise, often quantitative terms. They describe what should be 

done rather than what should be achieved in terms of performance.  

Standards for flood warning infrastructure must take into account the complexity and 

diversity of the infrastructure and the requirements of anticompetitive policy. Therefore, the 

Working Group has recommended a performance standard approach. 

• Requirements are expressed in terms of outcomes to be achieved (that is, performance).  

• Performance and consistency across solutions are assessed against specified attributes 

and verification requirements.  

This approach lets users develop innovative technical methods to meet the requirements of 

the Standard. 
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2 Scope and general 

2.1 Purpose 

This document identifies the essential performance requirements for flood warning 

infrastructure in order for it to collect, measure, record, send, receive, store and display data 

fit for flood warning purposes.  

The purpose of the Standard is to provide the flood warning community with infrastructure 

capable of measuring, communicating and storing rainfall and river level data that meets the 

monitoring and prediction requirements of the Total Flood Warning System. 

2.2 Scope 

The scope of the Standard includes flood warning infrastructure from field instruments and 

data transfer equipment, through to the data ingestion software for receiving, storing and 

displaying real-time flood data. The Standard applies to new and existing infrastructure 

required for riverine and flash flooding. 

2.3 Limitations 

It is assumed that the reader of this document has a good level of understanding of 

floodplain management and the flood warning service, and a broad understanding of 

hydrological measurement. This document’s effective use relies on a sound knowledge of 

hydrology and hydrography.  

2.4 References 

Ball, J., Babister, M., Nathan, R., Weeks, W., Weinmann, E., Retallick, M., Testoni, I. (Editors) 

2016. Australian Rainfall and Runoff: A Guide to Flood Estimation, Commonwealth of 

Australia, Geoscience Australia. Accessible via http://arr.ga.gov.au/arr-guideline. 

Standards Australia (2016) Standardisation Guide 003: Standards and other publications. 

Standards Australia. Accessible via https://www.standards.org.au/getmedia/d9da035d-2fbc-

4417-98c1-aa9e85ef625d/SG-003-Standards-and-Other-Publications.pdf.aspx.  

Standards Australia 2015 AS 3778.2.3: 2001 Measurement of water flow in open channels. 

Part 2.3: General – Determination of the stage-discharge relationship 

Water Information Standards Business Forum. National Industry Guidelines for hydrometric 

monitoring. WISBF GL 100.00–2013, August 2013, Commonwealth of Australia, Bureau of 

Meteorology. 

Water Monitoring Standardisation Technical Committee (WaMSTeC). 2014. Standards 

Terminology Model for the Water Monitoring Standardisation Technical Committee, Version 

3.0, Commonwealth of Australia, Bureau of Meteorology. 

World Meteorological Organization. 2017. WIGOS Metadata Standard, WMO-No. 1192. 

http://arr.ga.gov.au/arr-guideline
https://www.standards.org.au/getmedia/d9da035d-2fbc-4417-98c1-aa9e85ef625d/SG-003-Standards-and-Other-Publications.pdf.aspx
https://www.standards.org.au/getmedia/d9da035d-2fbc-4417-98c1-aa9e85ef625d/SG-003-Standards-and-Other-Publications.pdf.aspx
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2.5 Definitions 

Unless otherwise indicated, all definitions can be found in the Australian Water Information 

Dictionary at www.bom.gov.au/water/awid/.  

In this Standard: 

• ‘may’ indicates an allowable option; 

• ‘shall’ indicates a mandatory requirement; and 

• ‘should’ indicates a recommendation. 

http://www.bom.gov.au/water/awid/
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3 Performance standards 

The Standard describes the performance requirements for infrastructure which is fit for 

purpose. The purpose is related to the level of flood risk experienced by the community and 

by extension the flood warning service. In this respect the first step in applying the Standard 

is to confirm the service expectation. This will determine the user requirement for 

performance of the flood warning infrastructure.  

3.1 Performance matrix 

The needs of users of the data generated by the flood warning infrastructure are presented 

in a performance matrix. The matrix is a tool used to identify the functional requirements in 

terms of the needs of the user, defined by a set of attributes and the different components 

of the infrastructure.  

Each cell in the performance matrix represents a possible functional requirement. Cells 

highlighted in grey identify where functional requirement are needed. Some functional 

requirements refer only to a single cell of component (unique) whereas other refer to a 

group of cells (lumped). 

3.1.1 Components 

The components of flood warning infrastructure are defined in broad high-level categories. 

• Site includes all the structural components and instruments that support the data 

sensing and data transfer components. 

• Data sensing includes the structural components and instruments necessary to measure 

rainfall, water levels and flow. 

• Data transfer includes the site and network structural components and instruments 

necessary to communicate data to the monitoring and prediction agencies. 

• Data ingestion includes ingestion, storage and display of the data. 

3.1.2 Attributes 

The attributes represent qualities required of the data by the users of the data. The 

attributes are grouped into four theme areas: 

• collectability; 

• interpretability; 

• reliability; and 

• assurability. 

These theme areas distil the essential qualities required of flood warning data and 

infrastructure. 

3.1.2.1 Collectability  

Collectability measures the capability to collect data and supply data users with timely 

measurements of environmental conditions. It comprises the attributes: 

• reporting and latency; 
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• interoperability; and 

• data transfer metadata. 

Reporting and latency and interoperability are important because the time interval or delay 

in getting measurements of catchment conditions to the monitoring and prediction agencies 

is critical to being able to provide timely warning to the public and emergency services. 

3.1.2.2 Interpretability  

Interpretability measures how adequately the data represent the environmental conditions. 

It comprises the attributes: 

• range; 

• accuracy; 

• sampling resolution (interval); 

• data resolution; and 

• metadata. 

These attributes relate to how well the data available to monitoring and prediction agencies 

represent the catchment conditions. A data user must be able to resolve sufficient detail, or 

identify the necessary information from the time series data, to use it for monitoring and 

prediction purposes. Being able to accurately represent the catchment conditions, 

particularly during the extremes of flooding, is essential for the accurate detection and 

prediction of flooding. 

3.1.2.3 Availability 

A measure of the percentage of time the infrastructure is in an operable state. Inoperable 

states includes periods of time when the infrastructure is broken down and being 

maintained. It comprises the attributes: 

• reliability; 

• maintenance; 

• return to service; 

•  asset replacement; and 

• metadata latency.  

These attributes capture how well the infrastructure that provides the data is capable of 

reliably operating in the harsh flood environment in which it is exposed. 

The figure below depicts the relationship between availability and reliability:  

(a) represents a timeline for infrastructure (for example, a site with rain gauge or water 

level gauge producing flood warning data) ; 

(b) depicts reliability in terms of uptime (normal operation and maintenance) and downtime 

(breakdowns only); and 

(c) depicts availability in terms of uptime (normal operation) and downtime (maintenance 

and breakdowns). 
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Legend: solid line = normal operation; maintenance = shaded block; breakdown = squiggle 

and dotted line. 

The data can become unavailable due to maintenance or a breakdown, which can occur at 

the site, the data transfer network, the data provider or the data user. 

3.1.2.4 Assurability  

Assurability measures the degree of confidence that can be provided in the integrity of 

unverified data. It comprises the attributes: 

• compliance; 

• contextual information; and 

• performance indicators.  

The requirement to transfer data to users with a minimum of delay means that there is 

insufficient time to formally quality check data before it becomes available to monitoring 

and prediction agencies. These attributes relate to the degree of confidence the monitoring 

and prediction agencies can have that the available data accurately represent the catchment 

conditions.  
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Flood warning infrastructure functional requirements matrix  
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3.2 Functional and performance requirements 

The functional and performance requirements are at the heart of this performance 

framework. The functional requirements each address one specific aspect of the 

infrastructure; together, the full set of functional requirements address all functions that the 

infrastructure is required to achieve. Assigned to each function is a performance 

requirement that sets the minimum level of acceptable performance necessary to achieve 

the purpose of the Standard. 

3.2.1 Collectability 

3.2.1.1 Latency (of reporting) 

ingest-

latency 

Context 

Ingest latency refers to how often data are reported to the data user, which may 

differ for different data sensing parameters. 

The latency (of reporting) represents the time between completion of the collection 

of a measurement or measurements and the data representing those 

measurements being available to a data user. 

Notes 

• Where flow is derived from a rating table, the latency (of reporting) is equal to 

the latency (of reporting) of the level data. 

• Rating tables are defined as metadata. The requirement for the latency (of 

reporting) between metadata updates and their availability is given in 

Infrastructure metadata latency (see Availability: Metadata latency 

requirement) 

Functional requirement 

Each datum shall be available to the data user before the next datum is measured. 

Performance requirement 

The latency (of reporting) shall be equal to or less than the maximum allowable 

sampling interval (as determined in the Interpretability: Sampling resolution (rain 

sampling) requirement). 
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Verification 

Determine that latency (of reporting) is equal to or less than the maximum 

allowable sampling interval. 

Include: 

• the maximum allowable sampling interval; 

• the latency (of reporting); 

• instrument specifications; and 

• analysis of data timings that compares observation time with data availability 

time at agreed frequency. 

Example 1 

• Maximum allowable sampling interval: 5 minutes 

• Latency (of reporting): 5 minutes (water level analogue sample time) 

• Instrument specification: radio telemetry, Event Reporting Radio Telemetry 

System (ERRTS)/ Automated Local Evaluation in Real Time (ALERT) 

Example 2 

• Maximum allowable sampling interval : 60 minutes 

• Latency (of reporting): 60 minutes 

• Instrument specification: telephone telemetry (polled), NextG 

 

3.2.1.2 Interoperability 

ingest-

interop 

Context 

Ingest interoperability represents the capability of systems at sites, data providers 

and data-user agencies to exchange data.  

Notes 

• Interoperability does not include how reliably that data is exchanged. 

• Relates to data transfer metadata (see Collectability: Data transfer metadata 

requirement). 
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Functional requirement 

Flood warning data transferred from sites shall be capable of being ingested by 

data-user agencies. 

Performance requirement 

• At least one data transfer medium shall be available to transfer data from the 

site. 

• Data shall be transferred between any two nodes using a common language and 

medium (a node can be a site or an agency). 

• Where data are being transferred to data-user agencies, it shall be in a language 

and medium that can be received and ingested by the data-user agencies.  

• Where data are received by an intermediate agency in a language and medium 

that cannot be received and ingested by the data-user agency, the intermediate 

agency shall be capable of converting that data into a language and medium 

that can be received and ingested by the data-user agency.  

Verification 

1. Identify the medium(s), language(s) and number of transfers from site to data-user 

agencies, including any language and medium conversions. 

2. Confirm that data sent from the site is ingested by data-user agencies, for each 

identified language and medium. 

Example 1 

• Number of transfers: 2 

• Mediums/languages: NextG (network provider) followed by file transfer 

protocol (FTP) (data provider) 

• Data ingested at data-user agency: confirmed 

Example 2 

• Number of transfers: 3 

• Mediums/languages: ERRTS (repeater) followed by another ERRTS (repeater) 

• Data ingested at data-user agency: confirmed 

Example 3 

• Number of transfers: 2 

• Mediums/languages: 1 Satellite (network provider); 2 FTP (data provider) 

• Data ingested at data-user agency: confirmed 

 

3.2.1.3 Data transfer metadata 

ingest-

metadata 

Context 

Ingest (data transfer) metadata refers to the metadata that are necessary to collect 

measurements from remote sites. 
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Functional requirement 

Sufficient data transfer metadata shall be available at the data-user agency, or 

derived from the received data file or message, to enable measurements to be 

ingested. 

Performance requirement 

The data transfer metadata elements provided below shall be available to data-user 

agencies and data providers. The metadata elements are:  

• transfer method; 

• data transfer details; 

• data format; and 

• data decoding. 

Verification 

All data transfer metadata elements shall be available to data users, and data-user 

agencies’ systems shall be able to find, or extract, the information from the received 

data.  

 Example 1 

• Transfer method: FTP 

• Data transfer details: server address, folder path and password 

• Data format: HCS 

• Data decoding: no 

Example 2 

• Transfer method: radio telemetry 

• Data transfer details: ALERT ID 

• Data format: ALERT 

• Data decoding: yes 

Example 3 

• Transfer method: telephone telemetry 

• Data transfer details: telephone number (data and voice for IP logger) 

• Data format: logger format 

• Data decoding: no 

 

  



 

13 

 

3.2.2 Interpretability 

3.2.2.1 Range 

rain-

range 

Context 

Rainfall range refers to the range of rainfall intensity and is defined in terms of an 

upper limit. 

Functional requirement 

Rainfall data shall be available for the full range of known and expected intensity at 

the site. 

Performance requirement 

The maximum rainfall intensity shall be equal to or greater than the maximum 

design intensity. 

Verification 

1. Determine: 

- sampling interval; 

- design rainfall (maximum expected or recorded rainfall at site); 

- rainfall intensity (design rainfall converted to hourly rate); and 

- maximum intensity specifications of the instrument. 

2. Determine that the maximum rainfall intensity is equal to or greater than the 

maximum design intensity. 

If not explicitly stated, determine maximum design rainfall intensity for the site 

using the 2016 edition of Australian Rainfall and Runoff (http://arr.ga.gov.au/arr-

guideline). Unless otherwise stated, use the 1% annual exceedance probability (AEP) 

for the sampling interval (see Interpretability: Data resolution (rain resolution) 

requirement). 

Example 1 

• Sampling interval: 15 minutes 

• Design rainfall: 28.3 mm (15 minutes 1% AEP) at site 

• Rainfall intensity: ~120 mm/hour 

• Maximum intensity of instrument (0.2 mm tipping bucket rain gauge): 

~600 mm/hour  

 

http://arr.ga.gov.au/arr-guideline
http://arr.ga.gov.au/arr-guideline
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level-

range 

 

Context 

Level range refers to: 

• identifying the upper and lower limits of the range of water level and flow 

measurements, respectively; and 

• relating those levels and flows to significant levels and flows. 

 

Functional requirement 

Water level and flow data shall be available for the full range of known and required 

levels and flows. 
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Performance requirement 

The lower limit of the range shall be: 

• sufficiently low that the initial rise or the initial change in level or flow due to 

runoff that occurs during and after rainfall can be measured; 

or 

• sufficiently below the lowest threshold of interest so a rise can be detected and 

acted upon in accordance with service level requirements.  

The upper limit of the range shall be equal to or greater than the maximum known 

and required flood levels. 

The level or flow at which water would begin to flow in side channels and not pass 

the measurement point shall be documented and made available to data users 

(included as a part of measuring point description, see Assurability: Contextual 

information (level context) requirement). 

Verification 

Measure the lower limit of the range to be:  

• less than or equal to the cease-to-flow level; 

 or 

• sufficiently below the lowest threshold of interest that a rise can be detected 

and acted upon in accordance with service level requirements. 

Measure the upper limit of the range to be:  

• equal to or greater than the design level or flow (1% AEP plus freeboard unless 

otherwise stated, and include data record length) ; and 

• greater than – 

- the highest flood threshold; 

- the onset of highest defined impact; and 

- the highest recorded/known level. 

Measure freeboard to be:  

• 0.6–1.0 m for record lengths from 10 to zero years; and 

• 0.3–0.6 m for record lengths greater than 10 years. 

Example 

• Lower limit = orifice level (0.1 m) < CTF (0.2 m)  

• Upper limit > 1% AEP (data record length 43 years) = 8.5 m, highest record = 

7.1 m, highest threshold = 6.2 m  

• Upper limit (new site) = 5.5 m (determined in accordance with AS 3778.2.2—

2001) 

• Flow begins to bypass gauge at 4.3 m 
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3.2.2.2 Accuracy 

Rainfall-

accuracy 

Context 

Rainfall uncertainty refers to:  

• how well the data represent the true rainfall (which depends on instrument 

calibration and siting); and 

• how well the data represent the mean conditions over the area of interest. 

Note 

• How reproducible the rainfall data are over time (stationarity) is assessed by the 

maintenance requirement, which includes calibration to a standard and 

maintenance of siting conditions (see Availability: Maintenance requirement). 

Functional requirement 

The uncertainty of the rainfall measurement shall be sufficiently small to satisfy the 

design or service level requirement. 

Performance requirement 

The uncertainty in the rainfall data shall be classified as at least medium and, if 

specified, equal to or better than the design or service level requirement. 
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Verification 

Determine that the uncertainty classification (as defined in the table below) for the 

rainfall data is equal to or better than medium and, if specified, equal to or better 

than the design or service level requirement. 

Uncertainty 

 Instrument and siting 

  

Calibration 
Height of gauge 

orifice 
Sheltering and 

exposure 
Representative 
measurement 

Low y y y y 

Medium y Any one criterion nonconforming 

High Any two or more criteria nonconforming 

Unknown All conditions unknown 

Compliance (y) refers to: 

• the level of uncertainty given in the Bureau or World Meteorological 

Organization standards ~ ± 6% for calibration; and 

• the standards defined in section 3.4 in the National Industry Guidelines for 

hydrometric monitoring Part 2 for – 

- 3.4.1.2A Sheltering and exposure; 

- 3.4.1.2B Height of gauge orifice; and 

- 3.4.1.1B Representative measurements. 

Non-conformance shall be documented in the ‘measuring point description’ 

metadata element (see Assurability: Contextual information (rain context) 

requirement). 

Example 

Accuracy classification: fair (calibration = y, Height = y, sheltering/exposure = n, 

representativeness = y). Measuring point description metadata: comment added 

regarding site exposure being nonconforming. 

 

Level-

accuracy 

Context 

Level accuracy (uncertainty of measurement in the water level data) refers to:  

• how closely the measurement represents the true water level; 

• how reproducible the measurements are over time; and 

• how representative the measurements are of the level of the cross section 

where the measurement is observed and its relationship to the location where 

flow is measured.  
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Functional requirement 

The uncertainty in the water level data shall be sufficiently small to resolve at least a 

minimum change in water level. Minimum change is the least significant figure in 

which the threshold is specified unless there is a more stringent design requirement. 

Performance requirement 

The water level uncertainty shall be equal to or less than the design or service level 

requirement. 

Verification 

Determine that the uncertainty for the water level data is equal to or better than 

the design or service level requirement. 

If not explicitly stated, determine that the design uncertainty (U) or uncertainty 

implied by the service level requirement is equal to ± half of the least significant 

figure (minimum change) of the flood threshold. 

U (design requirement) = ± 
minimum change

2
  

Determine the uncertainty in the water level measurement using a method 

prescribed in recognised best practice guidelines. Acceptable best practice 

guidelines include: 

• National Industry Guidelines for hydrometric monitoring Part 2: Site 

establishment and operations; 

• Measure of water flow in open channels Part 2.2: General— Establishment and 

operation of a gauging station, AS 3778.2.2—2001; and 

• Hydrometry—Water level measuring devices ISO 4373 2008E. 

The uncertainty for sites without a defined threshold should be equal to or better 

than that of the nearest downstream site with a design or service level requirement.  

Non-conformance shall be documented in the ‘measuring point description’ 

metadata element (see Assurability: Contextual information (level context) 

requirement). 

http://www.bom.gov.au/water/standards/documents/WISBF_GL_100_02-2013.pdf
http://www.bom.gov.au/water/standards/documents/WISBF_GL_100_02-2013.pdf
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Example 1 Implied uncertainty from different design thresholds 

• 123 m: least significant figure = metre, implied U = ± 50 cm 

• 12.3 m: least significant figure = decimetre, implied U = ± 5 cm 

• 1.23 m: least significant figure = centimetre, implied U = ± 5 mm 

Example 2 Service level threshold = 4.1 m 

• U (design requirement) = ± 0.05 m or ± 5 cm 

Site established in accordance with the National Industry Guidelines for hydrometric 

monitoring (NIGHM). 

• U (datum) = ± 3 mm (NIGHM) 

• U (sensor) = ± 20 mm (manufacturer specification at 10 m range) 

• U (water level) = U (datum + sensor) = ± 20.3 mm 

• U (water level) < U (design requirement) 

Example 3 Service level threshold = 4.1 m 

• U (design requirement) = ± 0.05 m or ± 5 cm 

Site not established in accordance with the National Industry Guidelines for 

hydrometric monitoring. 

• U (datum) = unknown (NIGHM) 

• U (sensor) = ± 20 mm (manufacturer specification at 10 m range) 

• U (water level) = unknown 

The site does not conform to this performance requirement. Reproducibility 

compromised because gauge not referenced to a stable and unchanging benchmark 

(NIGHM). Measuring point description metadata (see Assurability: Contextual 

information (level context) requirement): comment added regarding site exposure 

being nonconforming. 

 

Flow-

accuracy 

Context 

Flow accuracy (uncertainty in the flow data) refers to how closely the flow data 

represent the true values. It depends on:  

• site conditions; 

• infrastructure ; and 

• monitoring program. 

Prediction uncertainty is related to the flow uncertainty. 

Notes  

Routing assumptions:  

• The uncertainty in the level measurement and in the forecasting tool is 

negligible compared to that of the measurement of the flow data. 
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• Prediction uncertainty is equal to the combined uncertainty in the upstream and 

downstream flows. 

• The uncertainties in the upstream and downstream flows are equal. 

Rainfall runoff assumptions:  

• The uncertainty in the forecasting tool is equal to the uncertainty in the flow 

uncertainty. 

Functional requirement 

The uncertainty in the flow data shall be sufficiently small to enable water level 

prediction with uncertainties that satisfy the design or service level requirement. 

Performance requirement 

Flow data with an associated uncertainty designation shall be available across the 

full design range for all flood warning sites. 

The uncertainty in the flow data shall be less than half the prediction uncertainty 

(where specified) for sites:  

• where a forecast is required; and 

• with significant predictive capability for a forecast location. 

Verification 

1. Ascertain that flow data and its associated uncertainty are available across the 

design range. 

2. Identify the applicable prediction uncertainty. 

3. Determine the uncertainty in the flow data at high flow. 

For a rating curve, determine the flow uncertainty in the high-flow segment. 

4. Convert the flow uncertainty to an equivalent level uncertainty. 

Convert the flow to level uncertainty at the design or service level requirement, 

for example, major flood level. 

5. Determine that the flow uncertainty (equivalent level uncertainty) is equal to or 

less than ½ × prediction uncertainty. 

6. Ascertain that site has been established and is maintained in accordance with 

the National Industry Guidelines for hydrometric monitoring. 

Notes 

• For rating tables use the method described in AS 3778.2.3: 

- to determine a statistically valid estimate of the uncertainty;  

or  

- to determine an indicative estimate by relaxing the requirement for 

20 gaugings/segment to 3 [scanlan]. 

• Where it is not possible to determine an indicative estimate of the uncertainty 

using AS 3778.2.3, assume the uncertainty in the flow data is equal to 10 per 

cent across the measurement range, provided the rating table has: 

- greater than three applicable gaugings in all segments; and 
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- an extension from the highest gauging to the upper limit of the range of 

measurement. 

• Gaugings, rating tables, and extensions shall be established and maintained in 

accordance with the National Industry Guidelines for hydrometric monitoring. 

• Applicable gaugings are gaugings that apply to the current rating; for example, 

gaugings captured prior to a shift in the rating are not applicable. 

• Non-conformance shall be documented in the ‘measuring point description’ 

metadata element (see Assurability: Contextual information (level context) 

requirement). 

 

. 

Example 1 Site with significant predictive capability for downstream quantitative 

site 

• Uncertainty known across design range: known 

• Applicable prediction uncertainty: ± 15 cm (routing) 

• Uncertainty (AS 3778.2.3): 5% (high-flow segment) 

• Uncertainty (equivalent level): ± 7 cm 

• Flow data established and maintained in accordance with the National Industry 

Guidelines for hydrometric monitoring  

Example 2 Site with significant predictive capability for downstream quantitative 

site 

• Uncertainty known across design range: known 

• Applicable prediction uncertainty: ± 15 cm (routing) 
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• Uncertainty (not AS 3778.2.3): 10% 

• Applicable gaugings: 12/4 (low flow/high flow)  

• Rating table extrapolated to upper limit of measurement range 

• Uncertainty (equivalent level): ± 14 cm 

• Flow data established and maintained in accordance with the National Industry 

Guidelines for hydrometric monitoring  

Example 3 Site: quantitative forecast location 

• Flow data not required from site (prediction determined using peak height 

relationship only) 

• Relationship between stage and discharge monitored for shifts in accordance 

with the National Industry Guidelines for hydrometric monitoring 

 

DT-site-

accuracy 

Context 

Data transfer (DT) site accuracy refers to the data and metadata in the data transfer 

files or messages, and the corresponding sources of error.  

• Data can be incorrectly timestamped on receipt at the data-user agency if data 

were delayed during transfer. 

• Data translated to International System of Units (SI units) on receipt at the data-

user agency can be incorrectly converted if the translation parameters are not 

current. 

• Data incorrectly filtered (identified as bad data) and discarded at the monitoring 

site or by the data provider cannot be assessed and corrected by the data user. 

Functional requirement 

Interpretable and meaningful data shall be transferred from site to data user, or 

from data provider to data user, to reduce the risk misinterpreting data. 

Performance requirement 

Unfiltered, timestamped, primary measured data (SI units) shall be transferred from 

site to data user. 

Data can be translated to SI units on receipt provided the translation set metadata 

are maintained and updated in only one location.  
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Verification 

Review documentation or specifications.  

1. Inspect transfer files or messages or data transfer protocol specifications. 

2. Determine where data are – 

- timestamped; 

- translated; and 

- filtered. 

3. If data are translated on receipt, determine that translation set metadata are 

maintained and updated in only one location. 

Example 1 Proprietary logger data transfer format 

• Data in SI units: yes 

• Timestamped: yes  

• Unfiltered: yes 

Example 2 Proprietary (site to server) telemetry system 

• Data in SI units: no 

There is two-way communication between the data collection server (data provider) 

and the sites. Translation set changes at sites are controlled from the server (single 

point of contact). Data are transferred from site to data user via the server. 

• Timestamped: yes 

• Unfiltered: yes 

Example 3 ALERT1 messages do not conform to this requirement 

• Data in SI units: no (accumulation values that need to be translated) 

• Timestamped: no (timestamped on receipt) 

• Unfiltered: yes 
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3.2.2.3 Sampling resolution 

rain-

sampling 

 

Context 

Rainfall sampling refers to how often the rainfall is collected, and depends on how 

quickly or slowly the catchment responds to rainfall.  

Smaller catchments respond faster to rainfall and so require more frequent 

sampling to: 

• adequately resolve the characteristics of a rainfall event; 

or  

• minimise the delay in detecting a rainfall event reaching or exceeding a 

threshold. 

 

Rainfall data are collected in a number of different ways (event, accumulation and 

period), but are most meaningful when accumulated as period data.  

The duration of the period used for situational awareness and to adequately resolve 

the characteristics of rainfall events depends on catchment size. 

• Very large catchments (TOC much greater than ~30 hours) require multi-hour or 

even daily period data. 

• Moderately sized catchments (TOC is 6 to ~30 hours) require 1 hour period 

data. 

• Smaller catchments (TOC of around 6 hours) require 15 minute period data. 

• Very small catchments (TOC < 6 hours) require a few minutes or less. 

Functional requirement 

The sampling interval shall be sufficiently short to either: 

• adequately resolve the characteristics of rainfall events;  

or 

• minimise the delay in detecting rainfall reaching or exceeding a threshold. 
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Performance requirement 

The maximum allowable sampling interval shall be equal to or less than the 

sampling interval corresponding to the size of the catchment in which the rain gauge 

is located. 

The size of the catchment refers to the catchment area upstream of the location of 

interest, such as a prediction or alerting location. 

Verification 

1. Determine the maximum allowable sampling interval from the table below by:  

a. characterising the response of the river in terms of catchment area, time to 

peak (TTP), time of concentration or other suitable method; and 

b. selecting the maximum allowable sampling interval corresponding to the 

response of the river. 

 
 Note: Stream response is broadly categorised into riverine (TOC > 6 hours) and rapid (TOC < 6 hours) responses. 

2. Measure the sampling interval. 

3. Ascertain that the sampling interval is less than or equal to the maximum 

allowable sampling interval. 

Example 1 

• Medium riverine response (TOC = 12 hours) 

• Sampling interval (15 minutes) < maximum allowable sampling interval 

(60 minutes) 

• Equipment = data logger 

Example 2 

• Rapid response (TOC = 3 hours) 

• Sampling interval (milliseconds) < maximum allowable sampling interval 

(5 minutes) 

• Equipment = ERRTS 

Example 3  

• Very slow response (very large area) 

• Sampling interval (daily) = maximum allowable sampling interval (daily) 

• Equipment = manually read bulk rain gauge  
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level-

sampling 

flow-

sampling 

Context 

Level sampling (or alternatively, flow sampling) refers to how often the water level 

(or flow) is measured, and depends on how fast or slow the river rises. More 

frequent sampling is required to resolve the hydrograph of a rapidly rising river. 

The interval between measurements can be defined in terms of regular time 

intervals (discrete sampling, for example, every 15 minutes) or irregular time 

intervals (event sampling or sampling at a regular change in state, for example, at 

every 10 mm change in level), depending on the sampling strategy. 

 

Functional requirement 

The sampling interval shall be sufficient to adequately resolve the hydrograph.  
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Performance requirement 

The number of data points to be sampled between base flow and the peak shall be 

equal to at least four times the number of characteristics to be detected. 

The maximum allowable sampling interval shall be equal to or less than:  

• the time taken for the river to rise from base flow to peak divided by the 

number of measurements (regular time intervals);  

or 

• the change in level between base flow and peak divided by the number of 

measurements (change in state). 

 

Notes 

• Assessment is based on the maximum known or expected rate of rise. 

• The four characteristics from base flow to peak in a simple hydrograph are base 

flow, initial rise, point of inflection and peak. 

• At least two data points are required to resolve a hydrograph characteristic, but 

the minimum number is set at four to: 

- account for an underestimate of the maximum rate of rise; 

- compensate for missing, lost or bad data; and 

- account for unevenly spaced characteristics. 
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 Verification 

1. Determine the maximum allowable sampling interval from the table below by:  

a. characterising the response of the river in terms of catchment area, time to 

peak, time of concentration or other suitable method; and 

b. selecting the maximum allowable sampling interval corresponding to the 

response of the river. 

The maximum allowable sampling interval for an irregular sampling strategy is 

equal to the interval corresponding to the maximum rate of rise of the hydrograph, 

that is, the shortest interval. 

 
Note: Stream response is broadly categorised into riverine (TOC > 6 hours) and rapid (TOC < 6 hours) 

responses. 

2. Measure the sampling interval. 

3. Ascertain that the sampling interval is less than or equal to the maximum 

allowable sampling interval. 

Example 1 

• Riverine (med–slow)—catchment area (13 000 km2) 

• Sampling interval (15 minutes) < maximum allowable sampling interval (180 

minutes) 

• Equipment = data logger 

Example 2 

• Rapid (fast)—time to peak (4.5 hours) 

• Sampling interval (5 minutes) < maximum allowable sampling interval (15 

minutes) 

• Equipment = ERRTS/gas bubbler (analogue) 

Example 3 

• Riverine (very slow)—catchment area (>100 000 km2) 

• Sampling interval (daily) = maximum allowable sampling interval (daily) 

• Equipment = manually read staff gauge 
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3.2.2.4 Data resolution 

rain-

resolution 

Context 

The numerical rainfall resolution is a measure of the detail in which rainfall 

measurements are expressed, and is governed by the capability of the sensor. 

Functional requirement 

The numerical resolution shall be sufficient to enable expression of the smallest 

change in the rainfall data that can be known with certainty. 

Performance requirement 

The numerical resolution shall be equal to or greater than the depth of rainfall 

corresponding to the uncertainty of measurement at a rainfall depth equal to the 

design rainfall.  

 

Verification 

1. Determine the: 

- uncertainty of measurement; 

- sampling interval; 

- design rainfall; 

- resolution (limit); and 

- numerical resolution (instrument specifications). 

2. Determine that the limit of resolution is equal to or greater than the depth of 

rainfall corresponding to the uncertainty of measurement of the design rainfall.  

3. Determine that the numerical resolution of the instrument is equal to or better 

than the limits of resolution (as calculated in Step 2). 
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Example Service level threshold: 4.1 m 

• Uncertainty of measurement: 6% 

• Sampling interval: 15 minutes 

• Design rainfall: 28.3 mm (15 minutes 1% AEP) at site 

• Resolution (limit): 1.68 mm 

• Numerical resolution (instrument specifications): 0.2 mm 

 

level-

resolution 

Context 

The numerical level resolution is a measure of the detail in which the water level 

measurements are expressed, and is governed by the capability of the sensor. 

Functional requirement 

The numerical resolution shall be sufficient to enable expression of the smallest 

change in the water level data that can be known with certainty. 

Performance requirement 

The numerical resolution shall be:  

• higher than the resolution required to resolve the design or service level 

requirement (flood threshold); and 

• equal to or lower than the uncertainty of measurement. 

 

Uncertainty shall be within the shaded area in the diagram. 

Where the uncertainty of measurement varies across the range of measurement, 

the uncertainty shall be equal to the largest value. 
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Verification 

1. Determine the:  

- range of measurement; 

- uncertainty of measurement; 

- flood threshold; and 

- numerical resolution of sensor. 

2. Determine that:  

- the upper limit of resolution is equal to or better than the resolution of the 

flood threshold; and 

- the lower limit of resolution is equal to or greater than the largest 

uncertainty of measurement across the range of measurement. 

Notes 

• Where multiple thresholds are defined at a site, the numerical resolution shall 

be equal to or better than the threshold with the highest resolution. 

• Where no threshold is defined at a site, the numerical resolution shall be equal 

to or better than the threshold with the highest resolution at the nearest 

downstream site. 

Example 1 Service level threshold: 4.1 m 

• Resolution of flood threshold: 10 cm 

• Range of measurement: 10 m 

• Uncertainty of measurement: 1 cm 

• Resolution (limits): ≥1 cm and ≤10 cm 

• Numerical resolution: 1 cm 

Example 2 Service level threshold: 3.95 m 

• Resolution of flood threshold: 1 cm 

• Range of measurement: 5 m 

• Uncertainty of measurement: 0.5 cm 

• Resolution (limits): ≥0.5 cm and ≤1 cm 

• Numerical resolution: 0.5 cm 
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3.2.2.5 Metadata  

infra-

metadata 

Context 

Infrastructure metadata refers to the metadata that are necessary to interpret 

measurements. 

Notes 

• Site metadata do not include contextual information that is used to verify data 

(see Assurability: Contextual information (site context) requirement). 

• Site metadata do not include metadata latency (see Availability: Metadata 

latency requirement). 

Functional requirement 

Sufficient metadata shall be available at the data-user agency, or derived from the 

received data file or message, to enable the interpretation of measurements.  

Performance requirement 

The site metadata elements provided below shall be available to data-user agencies 

and data providers. The metadata elements are:  

• site name; and 

• site ID. 

Verification 

Ascertain that all site metadata elements are available to data users, and are stored 

in, or extractable from, received data by data-user agencies’ systems.  

Example 

• Site name: The Ovens River at Eurobin 

• Site ID: AWRC number 403250/Bureau number 082112 

 

rain-

metadata 

Context 

Rainfall metadata refers to metadata that are necessary to interpret rainfall 

measurements. 

Notes 

• Rainfall metadata does not include contextual information that is used to verify 

data (see Assurability: Contextual information (rainfall context) requirement). 

• Rainfall metadata does not include metadata latency (refer to Availability: 

Metadata latency requirement). 

Functional requirement 

Sufficient metadata shall be available at the data-user agency, or derived from the 

received data file or message, to enable the interpretation of rainfall measurements. 
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Performance requirement 

The metadata elements provided below shall be available to data-user agencies and 

data providers. The metadata elements are: 

• measuring point name; 

• measuring point ID; 

• measuring point position; 

• time series ID; 

• data type; 

• data decoding; 

• measurement date and time; 

• measurement unit; and  

• duration of measurement.  

 

Verification 

Ascertain that all rainfall metadata elements are available to data users and are 

stored in, or extractable from, received data by data-user agencies’ systems.  

Example  

 

level-

metadata 

Context 

Level metadata refers to metadata that are necessary to interpret water level 

measurements. 

Notes 

• Level metadata does not include contextual information that is used to verify 

data (see Assurability: Contextual information (level context) requirement). 

• Level metadata does not include metadata latency (see Availability: Metadata 

latency requirement). 

Functional requirement 

Sufficient metadata shall be available at the data-user agency, or derived from the 

received data file or message, to enable the interpretation of water level 

measurements. 
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Performance requirement 

The metadata elements provided below shall be available to data-user agencies and 

data providers. The metadata elements are: 

• measuring point name; 

• measuring point ID; 

• measuring point position; 

• measuring point elevation; 

• time series ID; 

• data type; 

• measurement status; 

• measurement date and time; 

• measurement unit; 

• stream gauging ID; 

• stream gauging parameters; 

• gauge zero; 

• cease-to-flow level; 

• rating table name; 

• rating table value pairs; 

• minimum supply level; 

• full supply level; 

• total storage capacity; 

• accessible storage capacity; and 

• dead storage capacity. 

 

Verification 

Ascertain that all level metadata elements are available to data users and are stored 

in, or extractable from, received data by data-user agencies’ systems.  

Example  
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3.2.3 Availability 

3.2.3.1 Reliability 

Infra-

reliability 

Context 

Infrastructure reliability refers to the capability of infrastructure to withstand and 

continue to operate without degradation in the environment to which it is exposed. 

Exposures include: 

• for instruments within a cabinet: temperature, humidity, dust; and 

• for external infrastructure such as huts, cabinets, enclosures, artificial controls, 

weirs: vandalism, severe weather and flood. 

Increasing reliability is a means of mitigating against the risk of failure due to adverse 

environmental exposures. 

Functional requirement 

The site infrastructure shall be sufficient in design and location to provide the internal 

and external environments in which equipment can operate for a prescribed period, 

given the conditions to which the station is exposed. 
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Performance requirement 

The level of design shall be sufficient to mitigate against the risks associated with the 

type and level of exposure in accordance with the exposure matrix.  

Exposure matrix 

 
Exposure type 

Exposure level 

Atmospheric 

(wind, hail, 

temperature, 

humidity, lightning, 

rain) 

Terrestrial  

(water, landslips, 

vegetation, stock, 

wildlife) 

Human  

(vandalism, 

accidental damage) 

Nominal 

conditions 

(below severe 

weather criteria) 

Durable Durable Durable 

Severe (criteria 

for severe 

weather 

warning) 

Robust Robust Robust 

Extreme 

(lightning, debris 

strike, etc.) 

Redundant Redundant Not acceptable 

 

Infrastructure shall be capable of operating within the exposure range provided by 

manufacturer specifications and construction standards. 

Verification 

1. Ascertain that an appropriate assessment of exposure has been undertaken for all 

site components. 

2. Confirm that the infrastructure design is sufficient to ensure it can withstand the 

environmental exposures and provide a satisfactory operating environment for 

internal equipment. 
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Example 1 

• Appropriate assessment of exposure completed: yes 

• Exposure type, level: terrestrial, severe (inundation of instrument cabinet at 1% 

AEP) 

• Exposure requirement: robust 

• Component specification: cabinet has sufficiently high ingress protection rating  

• Design requirement: raise instrument cabinet 1 m above upper limit of range 

>0.2% AEP  

Example 2 

• Appropriate assessment of exposure completed: yes 

• Exposure type, level: atmospheric, nominal (mast for antenna) 

• Exposure requirement: durable 

• Component specification: standard 5 m fold-down mast 

• Design requirement: workmanship in accordance with manufacturer 

recommendations, guidelines and/or construction standards 

 

Support-

reliability 

Context 

Support reliability refers to the capability of reliably supplying sufficient and 

continuous power to a site. 

Reliability of the power supply depends on:  

• the source; and 

• the capacity (including spare capacity). 

Functional requirement 

The power system shall reliably supply sufficient and continuous power to enable the 

site to reliably perform its functions of collecting and transferring data for the 

prescribed period. 

Performance requirement 

The power system shall: 

• be reliable; and 

• have sufficient capacity to supply power for the prescribed period, including spare 

capacity to account for –  

- the conditions to which the site is exposed; and 

- the remoteness or difficulty in accessing the site. 
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Verification 

1. Identify the power source (for example, mains, solar, battery, power cell). 

2. If mains power is the primary power source, determine that a backup supply is 

available (mains power is regarded as unreliable). 

3. Identify the prescribed period for which the system must operate autonomously. 

4. Ascertain that a power budget has been completed (for non-mains sources) in 

accordance with manufacturers guidelines. 

5. Assess that there is sufficient capacity in the non-mains power source to supply 

power for the prescribed period, including spare capacity to account for:  

- the conditions to which the site is exposed; and 

- the remoteness or difficulty in accessing the site. 

Example 1 

• Primary power source: mains  

• Backup power: battery only (no solar panels) 

• Site conditions: vandalism risk area 

• Site location: no access issues 

• Prescribed period: 2 months (maintenance visits) 

• Power budget: sufficient 

Example 2 

• Primary power source: solar and/or battery 

• Backup power: nil 

• Site conditions: poor exposure 

• Site location and access: remote with difficult, limited access 

• Prescribed period: 6 months (maintenance visits) 

• Power budget: sufficient 

 

 

DT-site-

reliability 

Context 

Data transfer site reliability refers to the capability of site data transfer systems to 

withstand and continue to operate without degradation in the environment in which 

they are exposed. 

Notes 

• Operate refers to the capability of reliably transferring data from a site to a 

network. 

• Site data transfer reliability does not refer to the capability of the network that 

receives the data and transfers that data to data users. 

Functional requirement 

The data transfer system shall be capable of reliably transferring data from a site to a 

network. 



 

39 

 

Performance requirement 

The data transfer system shall be capable of transferring data from a site to a network 

with a reliability that is equal to or better than the minimum recognised standard or 

guideline defined for that data transfer technology. 

Verification 

1. Ascertain that an appropriate assessment of exposure has been undertaken for all 

data transfer components. 

2. Confirm that the infrastructure design is sufficient to ensure it can withstand the 

environmental exposures and provide a satisfactory operating environment for 

internal and external equipment (refer to the exposure matrix). 

3. Determine that the measure of reliability is equal to or greater than the minimum 

standard. 

4. If redundant data transfer is required (in Step 2), repeat steps 1 to 3 for redundant 

data transfer method. 

Example 1 

• Appropriate assessment of exposure completed: yes 

• Exposure type, level: atmospheric (wind and ice loading; alpine location), severe 

• Exposure requirement: robust (ruggedised antenna) 

• Data transfer type: VHF/ALERT1 

• Reliability of antenna (fade margin): > industry standard (15 db) 

Example 2 

• Appropriate assessment of exposure completed: yes 

• Exposure type, level: all, nominal 

• Exposure requirement: durable 

• Data transfer type: 3G 

• Reliability: poor (voice prioritised over data during emergency events) 

Primary data transfer method does not satisfy minimum standard for technology. 

Alternative data transfer method required. 

Example 3 

• Appropriate assessment of exposure completed: yes 

• Exposure type, level: all, nominal 

• Exposure requirement: durable 

• Component specification: standard antenna 

• Data transfer type: VHF/ALERT1 

• Reliability (fade margin): > industry standard (15 db) 
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network-

reliability 

Context 

Network reliability refers to the capability of network data transfer systems to withstand 

and continue to operate without degradation in the environment in which they are 

exposed. 

Notes  

• Operate refers to the capability of reliably transferring data received from a site 

across a network to data-user agencies and data providers. 

• Network reliability does not refer to the capability of data being transferred from a 

site to a network. 

Functional requirement 

The data transfer network shall be capable of reliably transferring data received from a 

site across a network to data-user agencies and data providers. 

Performance requirement 

The data transfer network shall be capable of reliably transferring data received from a 

site across a network to data-user agencies and data providers with a reliability that is 

equal to or better than the minimum recognised standard or guideline defined for that 

data transfer technology. 

Verification 

For private networks (for example, ALERT):  

1. Ascertain that an appropriate assessment of exposure has been undertaken for the 

private network. 

2. Confirm that the infrastructure design is sufficient to ensure it can withstand the 

environmental exposures and provide a satisfactory operating environment for 

internal equipment (refer to the exposure matrix) for private network. 

3. Determine that the reliability is equal to or greater than the minimum standard for 

the technology for private network. 

4. If redundant data transfer is required, repeat steps 1 to 3 for redundant data 

transfer method. 

For public networks (for example, mobile or satellite): 

1. Determine that the reliability is equal to or greater than 99.95%. 



 

41 

 

Example 1  

• Appropriate assessment of exposure completed: yes 

• Exposure type, level: N/A 

• Exposure requirement: N/A 

• Network type: 3G (public shared network) 

• Reliability: unsatisfactory—low during emergencies (voice prioritised over data 

limiting available bandwidth) 

Example 2  

• Appropriate assessment of exposure completed: yes 

• Exposure type, level: atmospheric, extreme 

• Exposure requirement: redundant (all sites have two independent radio paths) 

• Network type: private VHF/ALERT1 

• Reliability (fade margin): all radio paths > industry standard (15 db) 

Example 3  

• Appropriate assessment of exposure completed: yes 

• Exposure type, level: N/A 

• Exposure requirement: N/A 

• Network type: public (dedicated) 

• Reliability: 99.95% (documented agreement with provider) 

 

Ingest-

reliability 

Context 

Ingest reliability refers to the reliability of the data-user agency data receipt, ingest, 

storage and display systems. 

Functional requirement 

The data-user agency systems shall be capable of reliably receiving, ingesting, storing and 

displaying data. 

Performance requirement 

The data-user agency data receipt, ingest, storage and display systems shall be highly 

reliable. 

Verification 

Assess that data-user agency systems are robust and/or redundant, and that there are 

documented support procedures in place. 
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Example 1 

• Data-user agency: local council 

• Responsibility: monitoring 

• Reliability measures: robust systems 

• Documented support arrangements: yes 

Example 2 

• Data-user agency: prediction agency 

• Responsibility: monitoring and prediction 

• Reliability measures: robust and redundant systems 

• Documented support arrangements : yes 

 

3.2.3.2 Maintenance 

infra-

maint 

Context 

Infrastructure maintenance is the process of preserving the infrastructure and its 

functional capability and reducing the occurrence of an unexpected loss of functionality, 

particularly during specific periods of time, such as during flood warning operations. 

Preventative, predictive and corrective maintenance are all necessary to maintain flood 

warning infrastructure.  

Notes 

• Preventative maintenance includes inspecting, cleaning, lubricating, verifying 

calibration, repairing and replacing with the aim of reducing the risk of a fault 

occurring.  

• Predictive maintenance includes monitoring to identify the likelihood of a fault 

developing and rectifying the situation before the fault occurs (for example, 

detecting a gradual decrease in battery voltage).  

• Corrective maintenance is the rectification of a fault after it has occurred and been 

identified. 

• Effective predictive and corrective maintenance require monitoring of system 

performance and a timely response capability for fault rectification. 

• Site maintenance refers to both the site and the data transfer network. 

Functional requirement 

Infrastructure shall be maintained to a sustained level of performance. 

Performance requirement 

For nonproprietary data transfer networks, the maintenance program shall include: 

• a comprehensive maintenance program, including preventative, predictive and 

corrective maintenance, and the capability to monitor infrastructure performance; 

• standard operating procedures that accord with recognised standards or guidelines 

and manufacturer's recommendations or guidelines; and 
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• conducting annual and post-flood event risk assessments to ensure that the 

maintenance program is adequately addressing site-specific risks to data collection 

and transfer processes. 

For external (third party) data transfer networks, the maintenance program shall be 

considered satisfactory provided network availability is equal to or greater than 99.9%. 

Verification 

For nonproprietary data transfer networks, ascertain that maintenance arrangements 

are documented and include: 

• a comprehensive maintenance program; 

• standard operating procedures incorporating recognised standards or guidelines; 

and 

• a commitment to undertake annual and post-flood event risk assessments. 

For external (third party) data transfer networks, ascertain their commitment to, and 

achievement of, an availability target equal to or greater than 99.9%. 

See the Assurability: Performance indicators requirement for data and metadata 

availability to enable capabilities for monitoring infrastructure performance. 

Example 1 Site maintenance 

• Maintenance programs: all 

• Standard operating procedures: National Industry Guidelines for hydrometric 

monitoring 

• Annual and post-flood assessments: yes 

Example 2 Mobile telephone data transfer network (public carrier) 

• Availability: >99.9% 

 

3.2.3.3 Return to service 

Infra-RTS Context 

Infrastructure return to service (RTS) refers to the ease with which infrastructure can be 

returned to service after a loss of functionality has occurred. 

The time interval between the beginning of the loss of functionality and its return to 

service depends on many factors, including the:  

• site location (distance and access difficulty); 

• difficulty in diagnosing the fault;  

• type of fault; and  

• impact of failure on delivery of the flood warning service. 

Note 

• Infrastructure RTS refers to both the site and the data transfer network. 
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Functional requirement 

Infrastructure shall be scheduled to be returned to service based on priorities 

determined by the level of failure and the impact of failure on the delivery of the flood 

warning service. 

Performance requirement 

Nonproprietary transfer network infrastructure shall be scheduled to be returned to 

service in accordance with the priorities defined in the service response matrix. 

Service response matrix 

 
Impact to service or community 

Failure level Low Medium High 

Minor  

(RTS 1–2 hours 

once on site) 

Scheduled service 
Collaborate with data 

user 

Collaborate with user; 

immediate response 

(flooding imminent) or 

scheduled service  

Major  

(RTS up to 1 day 

once on site)  

Planned repair Prioritised ‘not top’ Prioritised ‘top’ 

Catastrophic 

(RTS > 1 day once 

on site) 

Planned asset 

replacement 

program 

Prioritised ‘top’ 
Alternative required; 

adopt ‘plan b’ 

 

For external (third party) data transfer networks, the maintainability requirement shall 

be considered satisfactory provided the network availability is equal to or greater than 

99.9%. 
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Verification 

For all infrastructure, including nonproprietary data transfer networks, ascertain that 

maintainability arrangements are documented and include: 

• a risk-based approach (based on the service response matrix) applied to each 

incident to determine target return-to-service priorities; 

• outcomes against service level agreement with agreed time scales (date of failure to 

date of rectification); 

• a response based on priorities determined in accordance with the service response 

matrix and defined in a service level agreement;  

• flexibility to relax fixed priorities through collaboration with data users; and 

• provision to incorporate learnings into the maintainability process. 

The maintainability of external (third party) data transfer networks can be verified by 

ascertaining their commitment to and achievement of an availability target that is equal 

to or greater than 99.9%. 

Example 1 Site maintainability 

Maintainability arrangements documented and include risk-based prioritisation, 

performance reporting, flexible learning–based service level agreements. 

Example 2 Mobile data transfer network (public carrier) 

Availability: >99.9% 

 

3.2.3.4 Asset replacement 

infra-

asset-

replace 

Context 

Infrastructure asset replacement refers to infrastructure that is used beyond its design 

life, which increases the risk of a loss of functionality and not conforming to the 

collectability, interpretability, availability and assurability performance requirements.  

A site asset replacement program identifies assets exceeding their design life, and plans 

to ensure that funding is available to replace the asset.  

Functional requirement 

Infrastructure assets shall be replaced in accordance with an asset replacement program. 

Performance requirement 

Infrastructure assets are managed as a part of an asset replacement program that 

enables:  

• assets exceeding their design life to be identified; 

• planning for assets to be replaced at end of their design life; and 

• funding availability for assets to be replaced.  
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Verification 

Ascertain that the asset replacement program is documented, which must include: 

• a listing of assets and consumables; 

• asset age and design life; 

• availability of funding when required to replace assets; and 

• power contracts with utility providers. 

Example Asset replacement program 

• Assets and consumables listed 

• Funding source identified and available 

• Utilities and arrangements with utility providers listed 

 

 

3.2.3.5 Metadata latency 

Infra-

metadata-

latency 

Context 

Infrastructure metadata latency refers to how quickly metadata changes are made 

available to data users.  

Metadata and data transfer metadata changes that are implemented but not 

communicated to data-user agencies can result in a loss of functionality (collectability or 

interpretability).  

The aim of this requirement is to minimise the time interval between implementing 

metadata change and making the metadata change available to data users. 

Functional requirement 

Metadata changes shall be distributed to all data-user agencies within a maximum 

allowable time interval after change implementation. 

Performance requirement 

Metadata elements shall only be required to be made available to data-user agencies 

when the element is being given for the first time or when it has changed. The elements 

must be provided to data-user organisations within the time interval listed below after 

the element has changed: 

• site data transfer metadata: hour; 

• metadata: day; and 

• contextual information: month. 
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Verification 

Ascertain that arrangements for metadata distribution are documented, which must 

include: 

• each element; and 

• the maximum allowable time interval between change and availability. 

Example 
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3.2.4  Assurability 

3.2.4.1 Compliance 

infra-

compliance 

Context 

Infrastructure compliance refers to the system or processes designed to: 

• reduce the risk of infrastructure failure; 

• create a process for continuous improvement; and 

• create a compliance culture. 

It achieves those goals by ensuring infrastructure is installed and operated in accordance 

with accepted standards, manufacturer specifications and legal requirements or 

acknowledged principles of best practice.  

Functional requirement 

Infrastructure shall be installed, operated and maintained in accordance with the 

compliance management system. 

Performance requirement 

Infrastructure shall be installed, operated and maintained in accordance with a 

compliance management system that consists of polices, processes and procedures, and 

adequate training where applicable, that include: 

• manufacturer's specifications; 

• legal consents; 

• technical requirements or specifications; 

• licences and approvals; 

• operating guidelines; 

• industry principles of best practice; 

• standards of competency or accreditation; and 

• regulatory requirements. 

Verification 

Ascertain that compliance arrangements are documented and include the necessary 

evidence, such as:  

• certificates; 

• an audit of compliance system; and 

• evidence that infrastructure is being installed, operated and maintained in accordance 

with specified processes and procedures. 

Ascertain that provision is made to incorporate continuous improvement into the 

assurability process.  
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Example 1 

All radio transmission paths have a licence from the Australian Communications and 

Media Authority (ACMA) to use the approved frequency spectrum. Recent testing shows 

that 98% of all data transfer equipment operates within the manufacturer specifications 

for power and bandwidth. 

Example 2 

Instruments and infrastructure have been established and maintained in accordance with 

occupational health and safety (OH&S) and environmental legislation.  

Example 3 

A documented and non–legally binding consent to occupy, install and maintain flood 

warning infrastructure at the site for a defined period of time of ten years has been 

granted by the site owner.  

Example 4 

Documented consent to use third-party data transfer services has been granted by third-

party service-providers. Service level agreements have been signed with third parties 

(they are aware of the level of risk being addressed by infrastructure that depends on 

their networks). 

 

3.2.4.2 Contextual information 

infra-

context 

Context 

Infrastructure context refers to contextual information on site infrastructure that is used 

to support data verification, and identification and diagnosis of infrastructure faults. 

Functional requirement 

Sufficient contextual information on site infrastructure shall be available to data-user 

agencies and data providers to support data verification, and identification and diagnosis 

of infrastructure faults. 

Performance requirement 

The contextual information listed below shall be available to data-user agencies and data 

providers. The metadata elements are: 

• data provider ID; 

• site description; 

• site position; 

• site elevation; and 

• site affiliation to the flood warning network. 
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Verification 

Ascertain that all site contextual information elements are available to data-user 

agencies and data providers. 

Example 

 

rain-

context 

Context 

Rainfall context refers to contextual information on rainfall that is used to support data 

verification, and identification and diagnosis of infrastructure faults. 

Functional requirement 

Sufficient contextual information on rainfall shall be available to data-user agencies and 

data providers to support data verification, and identification and diagnosis of 

infrastructure faults. 

Performance requirement 

The contextual information listed below shall be available to data-user agencies and data 

providers. The metadata elements are: 

• data owner ID; 

• measuring point description; 

• time series description; 

• maintenance description; 

• calibration description; 

• measurement procedure; 

• measurement comments; 

• measurement quality; and 

• site geographic description. 

 

Verification 

All rainfall contextual information is available to data-user agencies and data providers. 

Example  

 

level-

context 

Context 

Level context refers to contextual information on water level and flow that is used to 

support data verification, and identification and diagnosis of infrastructure faults. 
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Functional requirement 

Sufficient contextual information on water levels shall be available to data-user agencies 

and data providers to support data verification, and identification and diagnosis of 

infrastructure faults. 

Performance requirement 

The contextual information listed below shall be available to data-user agencies and data 

providers. The metadata elements are: 

• data owner ID; 

• measuring point description; 

• time series description; 

• maintenance description; 

• calibration description; 

• measurement quality; 

• watercourse name; 

• stream gauging procedure; 

• flow control type; 

• rating table start date and time; 

• rating table relationship; and 

• rating table interpolation parameters. 

Verification 

Ascertain that all water level and flow contextual information are available to data-user 

agencies and data providers. Storage elements are only required for sites at storages.  

Example 

 

DT-site-

context 

Context 

Data transfer site context refers to contextual information on site data transfer that is 

used to support data verification, and identification and diagnosis of infrastructure faults. 

Functional requirement 

Sufficient contextual information on site data transfer shall be available to data-user 

agencies and data providers to support data verification, and identification and diagnosis 

of infrastructure faults. 

Performance requirement 

The contextual information listed below shall be available to data-user agencies and data 

providers. The metadata elements are: 

• reporting; and 

• latency. 
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Verification 

Ascertain that all contextual information is available to data-user agencies and data 

providers. 

Example  

 

3.2.4.3 Performance indicators 

infra-

perf-

indicator 

Context 

Infrastructure performance indicator refers to:  

• how data users and data providers can determine if the infrastructure providing data 

is in good working condition; 

• a means of remotely determining the status or performance of infrastructure, for 

example – 

- status may measure regular ‘heartbeats’ that indicate the system is working; 

- performance within a normal range may be tested with a voltage check signal; 

and 

• a means of controlling the time interval between the occurrence of a fault or issue 

and detection. 

Functional requirement 

An indicator of the status or performance of the infrastructure shall be regularly reported 

to data users and data providers. 

Performance requirement 

A sufficiently frequent indication of the status or performance of the infrastructure 

components shall be available to data users and data providers. 

Verification 

Confirm that:  

• the indicator type provides an indication of the status or performance of all 

infrastructure components; and 

• the frequency of indicator reporting is related to the consequences of a fault or issue 

occurring and how quickly those consequences develop. 
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Example 1 

• Infrastructure: water level site (riverine flood TTP 12 hours) 

• Indicator type: water level check signal, battery voltage check signal 

• Components: sensor, site infrastructure, power system, data transfer, ingestion, 

storage, display 

• Indicator frequency: 3 hours 

Example 2 

• Infrastructure: water level site (rapid response site TTP 3 hours) 

• Indicator type: water level check signal, battery voltage check signal 

• Components: sensor, site infrastructure, power system, data transfer, ingestion, 

storage, display 

• Indicator frequency: 15 minutes 

Example 3 

• Infrastructure: data collection system (large quantity of data collected in the order of 

seconds or minutes) 

• Indicator type: heartbeats (between primary and secondary systems) 

• Components: inactivity only (no indication of what is working or not working) 

• Indicator frequency: 5 minutes (notification only on handshake failure) 
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4 Glossary 

 

accuracy (of measurement, representation and metadata) 

The capability of measuring a value and that value being close to the true value. 

availability 

A measure of the percentage of time the infrastructure is in an operable state. Inoperable 

states includes periods of time when the infrastructure is broken down and when it is being 

maintained. 

In the National Flood Warning Infrastructure Standard, performance specifications for 

availability are defined in terms of reliability, maintenance, return to service, asset 

replacement and metadata latency. 

assurability 

The capability of being able to provide confidence in the integrity of unverified data. 

In the performance-based standard for flood warning, performance specifications for 

assurability are defined in terms of compliance, contextual information and performance 

indicators.  

collectability 

A measure of the data collection and supply attributes that affect the system’s capability to 

provide data users with timely measurements of environmental conditions. The time 

interval or delay is important because it has a direct impact on warning time. 

In the performance-based standard for flood warning, performance specifications for 

collectability are defined in terms of latency (of reporting), temporal reporting period and 

interoperability attributes. 

compliance 

Adherence to relevant externally imposed requirements, or to broader notions of best 

practice, relevant to establishing, operating and maintaining instruments and structural 

components. These requirements and guidelines include the National Industry Guidelines for 

Hydrometric Monitoring, supplier design specifications, statutory requirements, regulations, 

rules, ordinances and directives. Non-compliance with these may have, or may have had, 

adverse economic, environmental or social effects. 

contextual information 

Attributes of the infrastructure that are used to support data verification, infrastructure fault 

identification and diagnosis, such as: 

• site description; 

• time series description; 

• maintenance description; and 
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• measurement quality. 

data 

A measurement interpreted in conjunction with sufficient metadata. 

data ingestion 

The process of receiving, processing (decoding) and storing data collected from sites in data-

user and data-provider systems.  

data provider 

An agency that provides data and metadata to a data-user agency. This includes (but is not 

limited to) an agency that ingests data from sites or other data providers and transfers that 

data to data-user agencies. Note: a data provider can also be a data user. 

data resolution 

The smallest change in the value of a quantity that causes a perceptible change in the 

measured value.  

For example, the smallest change in water level that can realistically be determined is 

usually 1 mm. In many flood warning systems, the resolution is set to 10 mm.  

data transfer  

A process by which measurements and other data are transmitted via a data transfer 

network from a site to a data provider, or from a data provider to a data-user agency, in the 

form of signals, messages or files.  

data transfer metadata 

Metadata that is necessary to collect measurements from remote sites, such as: 

• data transfer formats; and 

• data transfer details. 

data transfer network 

A collection of spatially distributed devices that relay (receive and transmit) data using a 

common technology (for example, internet protocol (IP), telephone, satellite and very high 

frequency (VHF) radio) and language (for example, transmission control protocol (TCP), file 

transfer protocol (FTP), Automated Local Evaluation in Real Time (ALERT) protocol) from one 

geographic location to another.  

data user 

A user of flood warning data. 

Data users include the general public, those supporting the Total Flood Warning System in 

terms of monitoring, prediction and interpretation, and others. 

data-user agency 
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An agency responsible for collecting, ingesting and using data to contribute to the provision 

of the Total Flood Warning System. 

durability 

The capability of an instrument or structural component to withstand the conditions to 

which it is exposed. 

 A component or subcomponent can be made durable by; 

• being of robust design (for example, an antenna); 

• designing redundancy into the function (for example, multiple Event Reporting Radio 

Telemetry System (ERRTS) repeater paths); and  

• being stable, (for example, downstream hydraulic controls).  

Adverse conditions that instruments are designed to withstand include severe weather (such 

as high wind, extreme temperature, rain, hail and lightning) and vandalism. 

environmental exposure 

The degree to which a component or subcomponent of infrastructure is exposed to 

environmental influences. 

For example, structural components (like a cabinet) can be exposed to river flow, rainfall, 

wind and extreme temperatures, whereas a site instrument (such as a logger contained 

within a cabinet) will be only exposed to the conditions within the cabinet. 

event 

A change in state in terms of a depth of rain or a change in water level of a parameter (for 

example, rainfall, river level or flow). 

freeboard 

A factor of safety above design flood levels, used within the Standard For Flood Warning 

Infrastructure to compensate for uncertainties in estimates of the annual exceedance 

probability (AEP). 

functional requirement  

A requirement that addresses one specific aspect or capability required of the flood warning 

infrastructure to achieve the stated goal. Described in terms of an attribute and a 

component of the flood warning infrastructure. 

hydrograph characteristic 

A characteristic of a hydrograph, including base flow, initial rise, rising limb, point of 

inflection (rising limb), peak discharge and level, falling limb, point of inflection (falling limb). 

instrumentation 

The measuring and communications instruments at a site, collectively, including sensors, 

loggers/processors, modems/transmitters and devices to measure parameters such as water 

level and rainfall. 
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interoperability 

The capability of systems at sites, data providers and data-user agencies to exchange and 

make use of data.  

Systems that transfer data must share a common communication language and medium, 

which includes file and message formats, communication protocols and data transfer 

metadata. Getting data from a site to a data user can require multiple transfers. In that case, 

it is only required that each individual transfer must use a common communication language 

and medium. 

interpretability 

A measure of how well the data adequately represent the environmental conditions. A data 

user must be able to resolve sufficient detail or identify the necessary information from the 

data to use it for monitoring and prediction purposes. 

Accurate representation of environmental conditions, particularly during the extremes of 

flooding, is essential for the detection and prediction of river levels. In the performance-

based standard for flood warning, performance specifications for interpretability are defined 

in terms of range of measurement, accuracy (of measurement, representation and 

metadata), sampling resolution and data resolution. 

latency (of reporting) 

The typical time between the completion of a measurement or collection of data and when 

those data are reported to, received, ingested and stored in a data-user agency's data 

collection system.  

maintenance 

The process of preserving the functionality of instruments and structural components to 

assure the quality of derived data.  

Maintenance includes preventative, predictive and breakdown maintenance (such as 

monitoring system performance, inspecting, cleaning, lubricating, adjusting, calibrating, 

finding faults, repairing and replacing components). 

measurement 

The assignment of a value to a characteristic (such as depth, level or flow). The value may or 

may not be interpretable. 

metadata 

Attributes of data that are necessary to interpret the data, such as: 

• site name; 

• site identifier; 

• measuring point position; 

• data type; and 

• measurement date and time. 
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monitoring site 

A place where observations of the environment are made; typically a physical location 

where sensors are used to measure the properties of one or more features of the 

environment (for example, depth of a river or temperature of the atmosphere). 

operability 

Infrastructure that is in functioning condition and so is capable of providing data that 

satisfies the collectable, interpretable, available and assurable performance requirements of 

the National Flood Warning Infrastructure Standard. 

performance matrix  

A set of components and attributes that are used to identify functional requirements for 

flood warning infrastructure. 

performance requirement 

Specifies the minimum allowable performance to be achieved of a function (functional 

requirement) of the flood warning infrastructure. 

primary measured data 

Primary measured data is the raw, unedited data set that is collected in the field (for 

example, water level data in a stream) plus the metadata associated with this dataset, which 

is needed to add value to the raw number. This primary measured data metadata should 

include the type of parameter (for example, water level, rainfall, flow), site name, site 

location (coordinates to a grid), means of collection, interrelationship between the raw data 

and any datums (for example, Australian Height Datum (AHD)).  

Thus, primary measured data is distinguished from a secondary data set, such as verified 

data. 

range of measurement 

The variation between the highest value (upper limit) and the lowest value (lower limit) of a 

parameter (such as water level, flow and rainfall) that can be measured at a monitoring site.  

reliability 

A measure of the percentage of time the infrastructure is in an operable state. Inoperable 

states include only periods of time when the infrastructure is broken down. Alternatively, 

reliability is the probability of a component of flood warning infrastructure performing a 

defined function while exposed to a range of defined environmental conditions for a defined 

period of time.  

In the National Flood Warning Infrastructure Standard, performance specifications for 

reliability are defined in terms of durability and operability. 

return to service 

The ease with which infrastructure can be returned to service within a defined environment 

within a defined period of time. 
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For example, return to service can be measured in terms of the time interval between failure 

notification and the return of the components to operational service (including travel for 

maintenance crews to reach the site and the time to repair the fault). Return to service 

depends on the ease with which a site can be accessed and the ease with which components 

can be repaired or replaced. 

sampling resolution 

The time interval between the beginning of consecutive sampling periods. Defined in terms 

of a sampling interval, which can be regular for discrete sampling strategies (for example, 

temporal sampling interval (WIGOS)) or irregular for event sampling strategies. For irregular 

sampling, the interval is dependent on the time it takes for a defined change in the 

measured value to occur.  

sampling 

Carrying out a process or method to measure a variable. 

station  

An environmental monitoring facility, including instruments and structural components, at 

which a variable is measured.  

structural components 

The basic physical structures and facilities at a site that support the operation of the 

measurement instruments and data transfer devices. They include gauge boards, control 

structure, instrument housing, enclosure, gauging facilities, the benchmark and the power 

systems. 

temporal reporting period 

A time period over which the measured variable is reported; for example, hourly or daily.  

time of concentration 

The time needed for water to flow from the most remote point in a catchment to the 

catchment outlet or site.  

time series  

A time series is a sequence of measurements of a single parameter made over time, by a 

common data owner or provider, at a common location. 

Total Flood Warning System 

An integrated flood warning system comprising six components: 

• monitoring and prediction; 

• interpretation; 

• message construction; 

• communication; 

• protective behaviour; and 
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• review. 

The Total Flood Warning System (TFWS) is defined in the Australian Emergency Manuals 

Series, Manual 21: Flood Warning, 2009, Australian Institute for Disaster Resilience. 

Accessible via https://knowledge.aidr.org.au/media/1964/manual-21-flood-warning.pdf. 

unverified data 

Data generated by flood warning infrastructure that have not been formally quality checked 

before being transferred to a data-user agency. 

For example, operational flood warning data are unverified because the short latency period 

does not allow sufficient time to quality check. 

verified data 

Data generated by flood warning infrastructure that have been formally quality checked 

before being transferred to a data-user agency. 

Verified data are not usually available for flood warning operations because of the time 

delay required for quality checking. 
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